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1. Purpose

To define procedures for securely storing, accessing, and managing personal information using Google

Drive across the WOA National Association and its Area Groups, in compliance with data protection
regulations.

2.f Scope

This SOP applies to:

o WOANationalAssociation

r All WOA Area Groups

r Officers, volunteers, and authorised personnel handling personal data

3. r Definitions

Perconal lniormatian: Data identifying individuals (e.9", names, addresses, emails, boat details,
membership status)

Serure Area: A restricted-access Google Drive folder with encryption and audit controls

Aut$srirad lJser: A person grant€d access by the Senior lnformation Asset Owner (SIAO) based

on role and necessity

a

a

a

4. i Google Drive Structure

4.1 National Asseiation

r Folder:W0A_National-Secure

o Subfolders:

o Membership

o Events

o Finance

o Communications

o lnformation fusurance

4.2 Area Groups

Each group maintains its own secure folder:

o Format WOAJAreaNamel Secure
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a Subfolders:

o Local-Members

o Local_Events

o Local_Communications

5. f AccessControl

. Access granted on a need-to-know basis

. Permissions set to "Restricted"

r Use Google Groups to manage access roles

. Enable 2-5$p Verificatlon for all authorised accounts

6, U Data Protection Measurcs

r Label sensitive files with ICONFIDENTIAL]

r Store personal data only in designated secure folders

r Use Google Workpace Admin Console to enforce security policies

. Encrypt sensitive documents before upload when feasible

7. *l Data Handling Procedures

T.l Uploading

. Verify accuracy and relevance

r Use standardised templates

o Avoid duplication across folders

7.2 Sharing

o No public links for personal data

r Share only with specific authorised individuals

. Log all sharing photographs in a cenffal audit sheet with permission to use

7.3 Editing

o Only authorised users may edit
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Maintain version history

Notify affected individuals of major changes

I

a

a. ,/ Oata Retention and Disposal

r Retain data only as long as necessary

o Conduct annual reviews and purges

o Use "Move to Trash" and "Empty Trash" for secure deletion

g. H Compliance and Auditing

o Annual audits of access and data integrity

. lmmediate reporting of data breaches to WOA SIAO

. Ensure compliance with GDPR and other applicable laws

XO. L Contactand Support

For guestions or issues:

c Contact: WOA SIAO

o Email: [adminoffice@westerly-owners.co.uk]
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WOA lnformation Security Hierarchy

ANNEXATO

SOP STORAGEAND USE OF

PERSOT*AL INFORMAT}ON ON

GOOGLE DRIVE

DATED 27 IEPTEMBER 202s

Commodore

Database Manager &
Technical Lead

Watch The Dot

Senior lnformation
Asset Owner

Rose Casey (Stow VA)

Senior lnformation
Risk Owner

Bob Walker (WOAI

lnformation Asset
Owner {Area Groups}

Association
Committee

(Users)

Approved Users
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